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-Ters DNS Kayitlari Nasil
Girilmeli ?”

Onur Bektas (ULAKBIM)
Sistem Yoneticisi



ULAKBIM

Ters / Duz DNS

DNS Kayit Tipleri

Ters DNS Kaydi IPv4 (BIND, Microsoft)
Ters DNS Kaydi IPv6 (BIND, Microsoft)

Ters DNS Kayitlarini Dogru Verdigimizi
Nasil Anlayacaqiz »?



Ters / Duiz DNS @
ULAKBIM

«Alan adinin IP adresine ¢cevrilmesi - > Duz DNS
I[P adresinin alan adina ¢evrilmesi - > Ters DNS

www.ipv6.net.tr - > 193.140.83.51
2001:298:10::51

193.140.94.150 - > digil.ulakbim.gov.tr
2001:298:12::150 -> digil.ulakbim.gov.tr

Tam Tanimlanmig Alan adi (FQDN, Fully Qualified Domain
Name )



DNS Kayit Tipleri (Resource Record, RR)

TUBITAK

ULAKBIM
Kayit Tirii RFC Tanim
A RFC 1035 32 Bit IPv4 Adresi
AAAA RFC 3596 128 Bit IPv6 Adresi
LOC RFC 1876 Cografi Konum
MX RFC 1035 E Posta Sunucusu
NS RFC 1035 Alan Adi Sunucusu
PTR RFC 1035 Ters IP adresi




ULAKNET IP Bloklan \ 4

TUBITAK

ULAKBIM

« |P Bloklarinin Sahibi ULAKBIM oldugu igin ters adres kaydi ile ilgili
degisiklikleri bize bildirmek zorundasiniz.

193.140.0.0/16
194.27.0.0/16
193.255.0.0/16
79.123.128.0/17
95.183.128.0/17

2001:298::/32
« Bildirmeniz gereken degisiklikler
— DNS sunucusu degisikligi (DNS sunucu ekleme, ¢ikarma)
— DNS sunucusu isim degisikligi
« Bildirilmesine gerek olmayan degisiklikler.
DNS sunucularinin IP_adresini deqistirdiginizde haber vermek
zorunda degilsiniz !!

« admins at ulakbim gov tr veya noc at ulakbim gov tr




Ters IPv4 Adreslerin Kayitlarinin Girilmesi v

TUBITAK

(BIND) ULAKBIM

-llk asamada named.conf altinda zone tanimi yapilmali

«Zone tanimi yaparken |IP adresini tersten yazip sonuda .in-addr.arpa
yazlyoruz

*193.140.83.0 blogu icin kayitlari girelim (named.conf altinda)

zone "83.140.193.in-addr.arpa" {
type master;

file "masterrev.193.140.83":
i

Tanimlari icerecek dosya adi !!



Ters IPv4 Adreslerin Kayitlarinin Girilmesi

(BIND)

masterrev.193.140.83 dosyasi

4

TigitTaK

ULAKBIM

$TTL 3600 ; 1saat
83.140.193.in-addr.arpa IN SOA ns1.ulakbim.gov.tr. hostmaster.ulakbim.gov.tr. (
2010122801 ; serial
86400 ; refresh (1 gun)
7200 ; retry (2 saat)
1209600 ; expire (2 hafta)
172800 ; minimum (2 gun)
)
NS ns1.ulakbim.gov.tr.
NS  ns2.ulakbim.gov.tr.
$ORIGIN 83.140.193.in-addr.arpa.

251 PTR ns1.ulakbim.gov.tr.
252 PTR ns2.ulakbim.gov.tr.




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

=

File Acton View Help

as|rE o= HE§ 8E

£ DNS Name | Type | status

= ﬂ GIWINSERVER 2008 2] 4.1 10in-addr.arpa Standard Pri...  Running
7] Forward Lookup Zones
B [ [ —
:_Er_-l 4.1 Mew Zone...
[] Condit]  view b
4] Global
Refresh
Export List...
Help




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard ||

Zone Type
The DMS server supparts various types of zones and storage.

Select the type of zone you want to create:

i+ Primary zone
Creates a copy of a zone that can be updated directly on this server.

™ Secondary zone
Creates a copy of a zone that exists on another server, This option helps balance
the procesgsing load of primary servers and provides fault tolerance.

i~ Stub zone

Creates a copy of a zone containing only Mame Server (MS), Start of Authority
(50A), and possibly glue Host (A) records. A server containing a stub zone is not
autharitative for that zone,

™ Store the zone in Ackive Direckary (available anly it BHES server is a writeable domain
contraller]

< Back Mext = Cancel




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard x|
Reverse Lookup Zone Name
& reverse lookup zone translates IP addresses into DMS names,

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPvE
addresses,

{* IPv4 Reverse Lookup Zone

" IPv6 Reverse Lookup Zone

< Back Mext = Cancel




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard x|

Reverse Lookup Zone Name
A reverse lookup zone translates IP addresses into DMNS names,

To identify the reverse lookup zone, type the network ID or the name of the zone,
& petwork ID:
133 140 .27

The netwark ID is the portion of the IP addresses that belongs to this zone. Enter the
network ID in its normal (ot reversed) order.

If you use a zero in the network ID, it will appear in the zone name. For example,
network ID 10 would create zone 10.in-addr.arpa, and netwark ID 10,0 would create
zone 0, 10.in-addr.arpa.

i~ Reverse lookup zone name:
83.140.193.in-addr.arpa

< Back Mext = Cancel




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard x|

Zone File
You can create a new zone file or use a file copied from another DMNS server,

Do you want to create a new zone file or use an existing file that you have copied
from another DMS server?

{* Create a new file with this file name:

I 83.140.193.in-addr.arpa.dns

™ Use this existing file:

To use this existing file, ensure that it has been copied to the folder
tuSystemRootSs\system32dns on this server, and then dick Mext,

< Back Mext = Cancel




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard ]|

Dynamic Update
‘fou can specify that this DS zone accepts secure, nonsecure, or no dynamic
updates,

Dynamic updates enable DMS dient computers to register and dynamically update their
resource records with a DNS server whenever changes occur.

Select the type of dynamic updates you want to allow:

= Allavs anly secure dynamic updates (recommended Far Gckive Direckory)
This option is available only for Active Directory-integrated zones.

= Allow both nonsecure and secure dynamic updates
Dynamic updates of resource records arc accepted from any dicnt,

& This option is a significant security vulnerability because updates can be
accepted from untrusted sources.

% Do not allow dynamic updates
Dynamic updates of resource records are not accepted by this zone. You must update
these records manually.

< Back Mext = Cancel




Ters IPv4 Adreslerin Kayitlarinin Girilmesi 4

TigitTaK

(Microsoft DNS) ULAKBIM

New Zone Wizard X|

Completing the New Zone Wizard

You have successfully completed the Mew Zone Wizard. You
specified the following settings:

Mame:  §3.140.193.in-addr.arpa ﬂ
Type:  Standard Primary

Lookup type: Reverse

[

Mote: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup,

To close this wizard and create the new zone, dick Finish,

= Back Finish Cancel




Ters IPv6 Adreslerin Kayitlarinin Girilmesi A4

TUBITAK

(BIND) ULAKBIM
2001:298:12:0000::/64 Blogu icin kayitlari girelim

'named.conf altinda

zone "0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa" {
type master;
file "rev.2001.298.12.0";

}

ipv6calc --in ipv6 --out revnibbles.arpa 2001:298:12:0000::/64
0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa.




Ters IPv6 Adreslerin Kayitlarinin Girilmesi @
(BIND) ULAKBIM

rev.2001.298.12.0 dosyasi 2001:a98:12:0000::52 icin kayit
girilmesi

$ORIGIN 0.0.0.0.2.1.0.0.8.9.2.0.1.0.0.2.ip6.arpa.
@ IN SOA ns1.ulakbim.gov.tr. hostmaster.ulakbim.gov.tr. (
2010122801 ; serial
86400 ; refresh (1 gun)
7200 ; retry (2 saat)
1209600 ; expire (2 hafta)
172800 ; minimum (2 gun)
IN NS nsi.ulak.net.ir.
IN NS ns2.ulak.net.ir.

2.5.0.0.0.0.0.0.0.0.0.0.0.0.0.0 IN PTR abc.ulakbim.gov.tr.

ipv6calc --in ipv6 --out revnibbles.arpa 2001:298:12:0000::52



T~

Ters IPv6 Adreslerin Kayitlarinin Girilmesi

TigitTaK

(Windows DNS) ULAKBIM

_ - O] x|
x

f
; Reverse Lookup Zone Name
=

&

g

A reverse lookup zone translates IP addresses into DNS names.

Choose whether you want to create a reverse lookup zone for IPv4 addresses or IPva
addresses,

{" IPw4 Reverse Lookup Zone

{* IPv6 Reverse Lookup Zone

< Back I Mext = I Cancel
b




T~

Ters IPv6 Adreslerin Kayitlarinin Girilmesi

TigitTaK

(Windows DNS) ULAKBIM
2001:A98:1f:f0::/64

-]

File  Action Wiew Help

€5 2519 = [ B 5D pre:

== New Zone Wizard g
= DNS &
= a G 1WINSERVER 2005 = Reverse Lookup Zone Name
Global Logs i A reverse lookup zone translates IP addresses into DNS names.

[T Farward Lookup Zones
E | Reverse Lockup Zones
= ) To name the reverse lookup zone, enter an IPvé address prefix to auto generate the
[E] 4.1.10.in-addr.arpa -
. - zone namels), Depending on the prefix vou enter, up to & zones may be created.
[7] Conditional Forwarders

IPvE Address Prefix:

| 2001:298: 1F:FO /64

Reverse Lookup Fones

0.f.0.0.f.1.0.0.8.9.5.0.1.0.0. 2.ip&.arpa

< Back I MEx = I Cancel




®

TUBITAK

Kayitlari Dogru Girdigimizi Nasil

Anlayacagiz ? (IPv4) ULAKBIM

193.140.83.251 ters IP kaydi var mi ?
dig @sunucu_adi —x IP_Adresi

[onur@ ~]$ dig @193.140.83.251 -x 193.140.83.251

; <<>> DiG 9.6.2-P2 <<>> @193.140.83.251 -x 193.140.83.251

; (1 server found)

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 65020

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 2, ADDITIONAL: 4

GBS RO NS @ @
;251.83.140.193.in-addr.arpa. [N PTR

;; ANSWER SECTION:
251.83.140.193.in-addr.arpa. 600 IN PTR ns1.ulakbim.gov.tr.
251.83.140.193.in-addr.arpa. 600 IN PTR ns1.ulak.net.tr.




Kayitlari Dogru Girdigimizi Nasil A4

TUBITAK

Anlayacagiz ? (IPv6) ULAKBIM

2001:A98:12::150 ters IP kaydi var mi ?
dig @sunucu_adi —x |IP_Adresi

[onur@digil ~]$ dig @193.140.83.251 -x 2001:298:12::150

; <<>> DIG 9.6.2-P2 <<>> @193.140.83.251 -x 2001:a298:12::150

, (1 server found)

;; global options: +cmd

. Got answer:

;; =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 60230

,;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL: 4

;; QUESTION SECTION:
;0.5.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa. IN PTR

;; ANSWER SECTION:
0.5.1.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa. 86400 IN PTR
digil.ulakbim.gov.tr.




Kayitlari Dogru Girdigimizi Nasil

Anlayacagiz ? (NS,|Pv4)

193.140.94.0/24 NS kaydi var mi ?

dig @sunucu_adi ns a.b.c.in-addr.arpa.

®

TUBITAK

ULAKBIM

[onur@digil ]$ dig @ns1.ulakbim.gov.tr ns 94.140.193.in-addr.arpa.

; <<>> DiG 9.6.2-P2 <<>> @ns1.ulakbim.gov.tr ns 94.140.193.in-addr.arpa.

; (2 servers found)

;; global options: +cmd

;; Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 46511

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 2, AUTHORITY: 0, ADDITIONAL.: 4

;; QUESTION SECTION:
;94.140.193.in-addr.arpa. IN NS

;; ANSWER SECTION:
94.140.193.in-addr.arpa. 600 IN NS  ns1.ulakbim.gov.tr.
94.140.193.in-addr.arpa. 600 IN NS  ns2.ulakbim.gov.tr.




Kayitlari Dogru Girdigimizi Nasil A4

TUBITAK

Anlayacagiz ?(SOA,IPv4) ULAKBIM

193.140.94.0/24 SOA kaydi var mi ?

dig @sunucu_adi soa a.b.c.in-addr.arpa.

[onur@digil /]$ dig @ns1.ulakbim.gov.tr soa 94.140.193.in-addr.arpa.

; <<>> DiG 9.6.2-P2 <<>> @ns1.ulakbim.gov.tr soa 94.140.193.in-addr.arpa.
: (2 servers found)

;; global options: +cmd

;; Got answer:

;; =>>HEADER<<- opcode: QUERY, status: NOERROR, id: 34087

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL.: 4

;; QUESTION SECTION:
;94.140.193.in-addr.arpa. IN SOA

;; ANSWER SECTION:
94.140.193.in-addr.arpa. 600 IN  SOA ns1.ulakbim.gov.tr. hostmaster.ulakbim.gov.tr. 2011013001
28800 7200 604800 600




®

TUBITAK

Kayitlari Dogru Girdigimizi Nasil

Anlayacagiz ? (IPv6,SOA) ULAKBIM

2001:A98:12:0000::/64 SOA kaydi var mi ?
dig @sunucu_adi soa a.b.c.d.e.f.g.h.ip6.arpa.

[onur@digil /]$ dig @ns1.ulakbim.gov.tr soa 0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa.

; <<>> DIG 9.6.2-P2 <<>> @ns1.ulakbim.gov.tr soa 0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa.
; (2 servers found)

;; global options: +cmd

.- Got answer:

;; ->>HEADER<<- opcode: QUERY, status: NOERROR, id: 38596

;; flags: gr aa rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: 2, ADDITIONAL.: 4

;; QUESTION SECTION:
;0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa. IN SOA

;; ANSWER SECTION:
0.0.0.0.2.1.0.0.8.9.a.0.1.0.0.2.ip6.arpa. 86400 IN SOA ns1.ulakbim.gov.tr. hostmaster.ulakbim.gov.tr.
2010112202 28800 7200 604800 86400




ULAKBIM



