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OPENVPN
NEDIR ?



OpenVPN Nedir ?

* Acik kaynak kodlu
* Donanim bagimsiz

» Cok sayida igletim sistemi desteqi
olan(2008 itibariyle Windows Vista da dahil)

 Sertifika destekli
» Cok kolay kurulup kullanilabilen

* Performansi yuksek bir VPN
uygulamasidir.



OPENVPN ILE
NELER
YAPABILIRIZ ?



NELER YAPABILIRIZ ?

* Bridge olarak iki uzak networku birbirine
guvenli olarak baglayabiliriz. (Standart
VPN islemi)

» |ki uzak networku birbirine point-to-point
veya server-client modlarinda
yonlendirebiliriz.

 IPVG linklerini tasiyabilir ve route edebilliriz.



NELER YAPABILIRIZ ?

* Wireless baglantilar uzerinde kor aglar kurarak;
Kullanicilarin, openvpn sertifikasi ile guvenl
baglanti kurmasini saglayabiliriz. (801.x ile
ugrasmaya gerek yok.)

(Hatta bunu lokal aglarda da uygulamak lazim)

 Sertifikalar sureli olacagi icin kurumdan ayrilan
personelin sertifika suresi bittiginde ag
kaynaklarini kullanmasinin onune gecebiliriz
veya istedigimiz zaman sertifikasini iptal ederek
hemen erisimini kesebiliriz !



NELER YAPABILIRIZ ?

e Sunucular arasinda openvpn ile guvenli kopruler
olusturarak guvenlik ve performansi bir arada
sunabiliriz. (Yuk Dengeleme ve HA uyumlulugu)

« Band genigligi problemi olan uzak noktalarda
LZO sikistirmasi kullanarak band genisliginden
tasarruf saglayabiliriz.

« Otomasyon Sistemleri icin Universitelere reel
ornek vermek gerekirse hastane, ogrenci
otomasyonlari, web bilgi giris ve guncelleme
sistemleri icin adminler ve bilgi girisi yapan

persone

In nerede olursa olsun verilerini guvenli

ve hizli bir sekilde girmelerini saglayabilir ve

persone

verimini arttirabiliriz.



NELER YAPABILIRIZ ?

« Daha oncede belirttigimiz gibi OPENVPN
donanim ve sistem bagimsiz Acik Kaynak
kodlu bir uygulama oldugu icin NELER
YAPABILIRIZ ? icin drnekleri cogaltmak
mumkundur. OPENVPN'i farkli sekillerde
kullanmak sizin hayal gucunuze kalmis bir

sey :)



ANAHTARSIZ
BASIT BIR
VPN ORNEGI



LEYLA (windows) MECNUN(linux)

OPENVPN TUNNEL

leyla.com mecnun.com
192.168.0.200 192.168.0.100

!

LEYLA & MECNUN




Anahtarsiz Basit Bir VPN

* openvpn --remote leyla.com --dev tun20 --
ifconfig 192.168.0.100 192.168.0.200 --
lport 11000 --rport 22000 —daemon --float

* openvpn --remote mecnun.com --dev
tun20 --ifconfig 192.168.0.200

192.168.0.100 --Iport 22000 --rport 11000
--float



ANAHTARLI
BASIT BIR
VPN ORNEGI



LEYLA (windows) MECNUN(linux)

ANAHTAR
OPENVPN TUNNEL
leyla.com mecnun.com
192.168.0.200 192.168.0.100

!

LEYLA & MECNUN




Anahtarli Basit Bir VPN

* openvpn --genkey --secret anahtar

#
# 2048 bit OpenVPN static key
#

----- BEGIN OpenVPN Static key V1---
Oafc375b39bca3c911a249ab999d1158
664bb78ec61b10829a559ac4c0db9e24
d253138929c698ab7eb28621bba01408
257b50336a3bbab366a835bd46a13d13
7ed973d28ac755118a00df97cc4ed4alb

7df8f6835f334ec9e37cd6e4fb954735
483c4634cc15f6011483be2d95ef5b80
5a809230857b8a4cbb1d4dd477ae2eec
182b54886d00645770a4508b3ab55005
aa4fcba9a381bab01f790616de6a3b4f
fe2fcbc292777033e3280c71b9e1f64d
74f486dea31e382dd0e5cd756aafcae
394b3c2f9638ddd10bd225b3d0cfOb89

5c3d88311dba06185d19477 1f6ffa3fb
f80d14dd4f02c0ceb5b4283f5fa77839
81290ab526489031ab84ef31617bfa35



Anahtarli Basit Bir VPN

* openvpn --remote leyla.com --dev tun20 --
ifconfig 192.168.0.100 192.168.0.200 --

lport 11000 --rport 22000 —daemon —float
--secret anahtar

* openvpn --remote mecnun.com --dev
tun20 --ifconfig 192.168.0.200

192.168.0.100 --lport 22000 --rport 11000
--float --secret anahtar



CLIENT-TO-CLIENT IPV4

YAVUZ
Konya
Openvpn @ 10.8.0.2
Server
MANISA @
10.8.0.1

% 0OGUZ
Diyarbakir

10.8.0.3




CLIENT-TO-CLIENT IPVG6

MANISA

2001:a98:c040:ff::1

=
o



OPENVPN PRATIKTIR !

» Universite Sistem Yoneticileri disinda
Akademik, Idari personel ve 6§renciler de
kendi aralarinda friendly vpn kurarak

(HAMACHI gibi) anlik iglerini kolayca

gorebilir. Ornegin dosyalarini paylasabilir

(samba), yazicilarini kullanabilir,

birbirlerine uzak masaustu yapabilir, oyun

oynayabillir... Daha yuzbinlerce ornek.




HANGI
PORTLARDA
CALISIR ?



HANGI PORTLARDA CALISIR?

« TCP, UDP, UDPV6 protokolerinde point-to
point veya server-client modunda calisir.

 TAP Ayqgitlari uzerinden TCP, UDP,
UDPVG6 protokolerinde point-to point,
server-client veya bridge-to-bridge
modunda calisir.

* En yuksek performansi point-to-point
modunda UDP ve UDPVG6 protokolunde
gosterir.



OPENVPN
NASIL
KURULUR ?



DEBIAN LINUX i¢in
apt-get install
openvpn



MANDRAKE Linux
ICIN
urpmi openvpn



Solaris, Bsd Unix,
Gento,
Knoppix, Ubuntu ...
Vb.



Derleyerek ;
|z0.xxx.tar.gz
Openssl ve devel
openvpn.xxx.tar.gz



XP VE 2003
KOLAY OPENVPN
KURULUMU



OPENVPN KURULUMU

*OPENVPN'in grafik arayuzlu tasarimina
http://openvpn.se adresinden ulasilabilir.

*Kurulum ve kullanim kolaydir. Temel
windows mantigi ile “next-next-next”

*Service olarak baslangicta
baslayabilmektedir.



Windows’'da Openvpn gui
gorunumu

1,

194,27.50, 1 36-server
elfa
W WpSH




Secilen baglantinin vpn config
dosyasini editleme.

osya Dlzen  Bigm  GordnGm Yard

remote ywz.ath.cx 13000
client

part 54000

#proto tcp

dew tap

ca wpsS/Sca.crt

cert wvpsisclientl.crt
key wpsSysclientl. kay

#up c: STpva-baslat-openvpn. bat

194, 27.50. 136-server

elfa
Disconneck Filesrw
Shows Skatus pfsense
wezhosts

Wiew Log

Procy Setkings

Change Password
& About




Baglanti Durumunu Goruntuleme

Current State: Connected

Mon Mar 24 20:58:51 2008 us=828000 VERIFY OK: depth=0, /C=TR/ST=CA/L=Maniza/0=CBU/CH=+ps5. ath.cx/emailtddress=alniakyEgmail. com -
bon bMar 24 20:53:52 2008 us=408000 Data Charnel Encrppt: Cipher 'BF-CBC' intialized with 128 bit key N
bdon bar 24 20:53:52 2008 uz=408000 Data Charnel Encrppt: Uszing 180 bit mezzage hazh 'SHA1' for HMAC authentication

bdon Mar 24 20:53:52 2008 ye=408000 Drata Channel Decrypt: Cipher 'BF-CBC! initialized with 128 bit key

bon Mar 24 20:58:52 2008 us=406000 Drata Channel Decrypt: Using 160 bit mezzage hash "SHAT' for HMAL authentication

Mon Mar 24 20:58:52 2008 us=406000 Control Channel: TLS+1. cipher TLS+1/55L3 DHE-RSA-AES266-5HA, 1024 bit BS54

Mo Mar 24 20:53:52 2008 us=406000 [vpz5. ath.cx] Peer Connection [nitiated with 194 27 158 253:1 2000

bon kar 24 20:58:53 2008 uz=625000 SEMT CONTROL [vps5. ath.cx]: 'PUSH_REQUEST' [status=1]

bdon Mar 24 20:523:53 2008 ye=E71000 PUSH: Received control meszzage: 'PUSH_REFLY route-gateway 10028.0.1 ifconfig 10.8.0.2 265,265 266 0

bon Mar 24 20:58:53 2008 us=671000 OPTIOMNS IMPORT: --fconfigdup options modified

bon Mar 24 20:58:53 2008 uz=671000 OPTIOMS IMPORT: route-related optionz modified

Mon bar 24 20:58:53 2008 uz=687000 TAPWIN3Z2 device [openvpn-1] opened: W\ AGlobalh{3CFADCE3-FDEC-47E1-8340-987420FD31E9} tap

bon kar 24 20:58:53 2008 us=E87000 TAP*in32 Driver Wersion 9.4

Mon kar 24 20:58:53 2008 ue=E87000 TAPWin32 MTU=1500

Mon Mar 24 20:58:53 2008 uz=E87000 Moatified TAPin32 driver to set a DHCP IP/netmask of 10.8.0.2/255,255.255.0 on interface {3CFADCS3-FDEC-47E1-5340-987A20FD 31ES} [DHCP-serv: 10.8.0.0
Mon Mar 24 20:58:53 2008 us=687000 Successful ARF Flush on interface [5] {3CFADCS3-FDEC-47E1-8340-987A20FD31ES}

Mo Mar 24 20:53:58 2002 TEST ROUTES: 0/0 succeeded len=-1 ret=1 a=0 u/d=up

bdon bar 24 20:58:58 2008 Initialization Sequence Completed

194.27.50.136-5erver F

elfa 2
Disconnect filesry >
pfsense 3
N wvzhosts 3 Lo
P iews Log >
= | Edit Config Prozxy Settings ==
. Ch P d ;
Dizconnect I Reconnect ] sl Abouk Hide
Exit |

TiBaslat =@ OB OB S G B



SERTIFIKALAR

« Sertifikalar genellikle openvpn serverlarda
uretilir. Ve client tarafinda bu sertifikalar
kullanilir.

 Ama herhangi bir makinede uretilen
sertifikalarda openvpn sunucularda kullanilabilir.

» Ornegin eduroamdaki sertifika sistemi ve
authorizasyon kanall burada da kullanilabilir.
Yani openvpn’deki sertifikalar butun sertifika
standartlarina uyumliudur.



SERTIFIKALAR

Dosya Nerede Lazim Aciklama Gizlilik
ca.crt server + all clients Root CA certificate NO
ca.key key signing machine only | Root CA key YES
dh{n}.pem server only Diffie Hellman parameters | NO
server.crt server only Server Certificate NO
server.key server only Server Key YES
client1.crt client1 only Client1 Certificate NO
client1.key client1 only Client1 Key YES
client2.crt client2 only Client2 Certificate NO
client2.key client2 only Client2 Key YES
client3.crt client3 only Client3 Certificate NO
client3.key client3 only Client3 Key YES




SERTIFIKA
OLUSTURMA ?



SUNUCU SERTIFIKASI

OLUSTURMA

- EASY-RSA dizini altinda kolay sertifika
hazirlama betikleri vardir.

- cd /etc/openvpn/easy-rsa

./clean-all

./build-ca

./build-key-server yvzserver
./build-dh

- /etc/openvpn/easy-rsa



SUNUCU SERTIFIKASI
OLUSTURMA

- Bir aksilik olmassa
/etc/openvpn/easy-rsa/keys dizini
altinda

- ca.crt, dh1024.pem, yvzserver.crt,
yvzserver.key, yvzserver.csr seklinde

dosyalar olusacaktir.

- Artik bu sertifikalari buradan alip
uygun bir yere koyarak openvpn
konfigrasyon dosyasinda yolunu
belirterek bu sertifikalar kullanabiliriz.



SUNUCU KONFIGRASYONU

- Openvpn binary yazilimini komut
satirindan kullanabildigimiz gibi
config dosyasi olusturarak da
kullanabiliriz.

- Bu konfigurasyon dosyalari windows
tarafinda “.ovpn” uzantihdir.

- Simdi basit bir sunucu config dosyasi
olusturalim ve olusturdugumuz
sertifikalari burada kullanalim.



- mkdir /etc/openvpn/orn-sunucu

- touch /etc/openvpn/orn-
sunucu/sunucu.conf

daemon vpn-sunucu
dev tap
proto tcp

Server 10.8.0.0
255.255.255.0

tls-server
comp-lzo

port 5000

ifconfig-pool-persist orn-sunucu/i
log-append orn-sunucu/server.log
dh orn-sunucu/dh1024.pem

ca orn-sunucu/ca.crt

cert orn-sunucu/yvzserver.crt

key orn-sunucu/yvzserver.key
ping 10

PP.-

ffoat



ARTIK ILK OPENVPN
SEGMENT SUNUCUMUZ
HAZIR

/etc/init.d/openvpn restart



GRUPLAR OLUSTURMA

ORNEK :

ogrenci.conf (ogrenci igleri)
personel.conf (personel isleri)
muhasebe.conf (idari mali igler)
akademik.conf (akademik personel)



GRUPLAR OLUSTURMA

/etc/openvpn

— ogrenci.conf

_ ogrenci (Ogrenci Isleri — 10.8.0.0/24 — port 5000 de caligiyor.
- ca.crt

dh1024.pem
Ogr-server.crt
Ogr-server.key
Ogr-server.log

— personel.conf

____ personel (Personel Isleri — 192.168.18.0/24 — port 15000 de calisiyor)
- ca.crt

dh1024.pem
Per-server.crt
Per-server.key
Per-server.log




CLIENT SERTIFIKASI
OLUSTURMA

- Client sertifikasi dogal olarak sunucu icinde
olusturulur. Cunkt kurallari o belirler. Ama
tamamen yapidan bagimsiz bir sertifika
otoritesi tarafindan uretilmis sunucu ve
client sertifikalari da sunucu ile client
tarafinda kullanilabilir.

- cd /etc/openvpn/easy-rsa
. vars

- ./build-key clientl-ahmet
veya

- ./pki-tool client1-ahmet



CLIENT SERTIFIKASI

» Olusturulan client sertifikasi, anahtar
dosyasli ve kok sertifikasi client bilgisayara
guvenli bir sekilde aktarilir.

* Daha sonra client icin konfigurasyon
dosyasi olusturulur.



CLIENT KONFIGRASYONU

remote yvzvpnserver.bayar.edu.tr
5000

daemon client-vpn

client

dev tap

proto tcp

ns—cert-type server

comp-lzo

port 5000

float

ping 10

log-append yvz-client/client.log
ca yvz-client/ca.crt

cert yvz—client/clientl-ahmet.crt
Key yvz—client/clientt—anhmet.Key




CLIENT KONFIGRASYONU

 Client tarafi da tamamlandiktan sonra
OPENVPN kullanima hazir hale getirilmis
olur.

» Ornek bir client gostermek gerekirse;






SERTIFIKA IPTAL ETME

* Linux icin;
#cd /etc/openvpn/easy-rsa
#. ./lvars
#./revoke-full client

* “error 23 at 0 depth lookup:certificate
revoked “ ciktisini aldiktan sonra “keys’
dizini icinde olusan “crl.pem” dosyasini
konfigurasyon dosyasinda gostermeniz
gerekir

crl-verify crl.pem

b



SERTIFIKA IPTAL ETME

* Windows icin;
cd C:/Program Files/OpenVPN/easy-rsa
vars
revoke-full client

* “error 23 at O depth lookup:certificate
revoked “ ciktisini aldiktan sonra “keys”
dizini icinde olusan “crl.pem” dosyasini
konfigurasyon dosyasinda gostermeniz
gerekir

crl-verify crl.pem



OpenVPN

Celal Bayar Universitesi

OpenVPN Uygulamalar
Ve

CBU-NET 2008



REKTORLUK

MUH. FAK.

FEN EDB.
FAK.

TIP FAK.

HASTANE DEMIRCI
EGITIM FAK.

Ana Omurga
OpenVPN

AHMETLI
MYO

SOMA MYO

SARUHANLI
MYO

KIRKAGAC
MYO




CBU-NET ANA OMURGA

Fiber >

METRO-SWITCH

eth4 10.255.250.102

PROXY2
Linux-Router

~

)

eth1 J

ethO

{ 10.256.251.102

10.255.253.102 —‘ |7 10.255.253.101 |

eth4 10.255.250.101

e

\l

PROXY1

Linux-Router

eth2 J

eth3 J

|7 10.255.252.101

LOCAL-SWITCH

WAN-SWITCH

SUNUCU-SWITCH

eth5 10.255.252.102 |

eth1 10.255.251.102




Sistem IP Ornekler;

OpenVPN Server

TunO
2001:298:¢c040:99::100a/112
10.11.99.1/24

Tun1
2001:a98:c040:112::100a/112
10.11.112.1/24

/

Rektorluk Client

tunO
2001:298:c040:99::101a/112
10.11.99.6/24

ethO

2001:a98:c040:99::1/64
192.168.99.1

Tip Fak. Client

tunO
2001:298:c040:112::101a/112
10.11.112.6/24

ethO

2001:a98:c040:112::1/64
192.168.112.1




,r.z‘.'_i'l mc - proxy2:/etcfopenvpn/hastane

: Cominaid Dptions Fight
-<—/ eto/ openvVp {.fetcfupenvpnfhaEth
MNeatne

fges
Fahmetli : CEavErE 1184
feasy-raa - dhl1024. pem 245
Fegitim - Tip-config 647
ffen - Server.crt 3827
fhastane : server. key g
fRirkaogac H server. log de3d24d6
Jrmah

F2aruhanli

F soma

ftip
ahmetli.cont
egitim.cont
fen.cont
hastane.conf
kirkagac.cont
muh.conf
zaruhanli.cont
Soma . cont
Lip.conf

Hint: The file listing formwat can be customized; do "man mwe™ for details.
proxye /et openvpnd hastane#
Mi=1p [Etenu Eview B Scopy  ERenMoviENkdic eccfiEPul 1IDnfNouit




VLan: Eth4.107
192.168.235.13

l P( Telekom

192.168.235.14
Linux |, : .
Router Switch Zyxel792h
G.shdsl
J 192.168.113.254

OPENVPNEI——

SERVER tunO

10.11.113.6

2001:298:c040:113::100a/112

A 4

switch
UNNEL EthO i i
IPv4-1PV6 192.168.113.1
2001:298:c040:113::1/

SARUHANLI i ’

Pc1 Pc 2
OPENVPN
wno— G 192.168.113.0/24
10.11.113.6 168.113.

2001:a98:0040-113-101a/112 | LLLOKal Server)| | 5441.298.c040:113::/64




Anten Anten
SNV T I Fen-Ed. Fak.
T OPENVPN
tun2  IPV4-IPv6 ROUTING CLIENT
10.11.115.6 (Lokal Server)

2001:298:c040:115::100a/112

10.11.115.6

2001:a298:c040:115::101a/11]2
eth2 eth4 eth5
ethl eth3
F.B.E ||KlUtuphane| |Edebiyat/| Mediko || Lokal

192.168.125.1/26
2001:a298:¢c040:115a::/64

192.168.125.65/26
2001:298:¢c040:115b::/64

192.168.125.129/26
2001:298:¢c040:115c::/64

192.168.125.193/26
2001:298:¢c040:115d::/64

192.16
2001:a98:

8.115.0/24
c040:115::/64



Ip-config (OpenVPN Server Tarafl)

 #l/bin/bash

« INTERFACE=%1; shift;
. TUN_MTU=$1; shift;
« UDP_MTU=$%1; shift;
. LOCAL_IP=$1; shift:
« REMOTE_IP=%1; shift;
« MODUS=%1; shift;

- ip link set ${INTERFACE} up
. ip link set mtu ${TUN_MTU} dev ${INTERFACE}



Ip-config (OpenVPN Server Tarafl)

#ipv6 ayarlari

-6 addr add 2001:a98:c040:113::100a/112 dev
§{INTERFACE}

-6 route add 2001:a98:¢040:113::/64 dev
$P{INTERFACE}

echo 1 >/proc/sys/net/ipv6/conf/all/forwarding

#ipv4 ayarlar

addr add 10.11.113.1 peer 10.11.113.2 dev
$P{INTERFACE}

ip route add 10.11.113.0/24 dev ${INTERFACE}

ip route add 192.168.113.0/24 dev ${INTERFACE}
ip route add 194.27.157.56/29 dev ${INTERFACE}
echo 1 > /proc/sys/net/ipv4/ip _forward

exit 0



Ip-config (Client Tarafi)

#!/bin/bash

INTERFACE=%1; shift;
TUN _MTU=$1; shift;
UDP_MTU=%1; shift;
LOCAL_IP=%1; shift;
REMOTE_IP=%1; shift;
MODUS=%$1; shift;

ip link set ${INTERFACE} up
ip link set mtu ${TUN_MTU} dev ${INTERFACE}



Ip-config (Client Tarafi)

#ipv6 ayarlar

ip -6 addr add 2001:298:c040:113::101a/112 dev
${INTERFACE)}

ip -6 route add default dev ${INTERFACE}

sysctl -w net.ipv6.conf.all.forwarding=1

ip -6 addr show dev ethO | grep 2001:a98:c040:113::1/64
\

>/dev/null 2>&1 || ip -6 addr \
add 2001:298:c040:113::1/64 dev eth0



Ip-config (Client Tarafi)

#ipv4 ayarlari
ip addr add 194.27.157.57/29 dev ethO
ip addr add 10.11.113.6 dev ${INTERFACE}
ip route add 10.11.113.0/24 dev ${INTERFACE}
ip route add 194.27.50.11 via 192.168.113.254
ip route add 10.255.253.0/24 via 192.168.113.254
ip route del default dev ethO
ip route add default via 192.168.113.254 dev ethO metric 2
ip route add default dev ${INTERFACE}
sysctl -w net.ipv4.conf.all.forwarding=1

exit O



tun1

tun2

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.11.103.1 P-t-P:10.11.103.2 Mask:255.255.255.255
inet6 addr: 2001:a98:c040:103::100a/112 Scope:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:16191752 errors:0 dropped:0 overruns:0 frame:0
TX packets: 15579934 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:2825995898 (2.6 GiB) TX bytes:3313905995 (3.0 GiB)

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.11.115.1 P-t-P:10.11.115.2 Mask:255.255.255.255
inet6 addr: 2001:a98:c040:115::100a/112 Scope:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets: 16674191 errors:0 dropped:0 overruns:0 frame:0
TX packets:331618 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:3608923335 (3.3 GiB) TX bytes: 73560226 (70.1 MiB)



tun7

tun8

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.11.119.1 P-t-P:10.11.119.2 Mask:255.255.255.255
inet6 addr: 2001:a298:c040:119::100a/112 Scope:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets:529603 errors:0 dropped:0 overruns:0 frame:0
TX packets:635470 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:128631474 (122.6 MiB) TX bytes:651520136 (621.3 MiB)

Link encap:UNSPEC HWaddr 00-00-00-00-00-00-00-00-00-00-00-00-00-00-00-00
inet addr:10.11.112.1 P-t-P:10.11.112.2 Mask:255.255.255.255
inet6 addr: 2001:a98:c040:112::100a/112 Scope:Global
UP POINTOPOINT RUNNING NOARP MULTICAST MTU:1500 Metric:1
RX packets: 7452964 errors:0 dropped:0 overruns:0 frame:0
TX packets: 10132 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:100
RX bytes:2170225921 (2.0 GiB) TX bytes:2124761 (2.0 MiB)



Calisan Surecler

24194 ? Ss  0:00 /usr/local/sbin/openvpn --writepid /var/run/openvpn.ahmetli.pid

--status /var/run/openvpn.ahmetli.status 10 --cd /etc/openvpn --config /etc/openvpn/ahmetli.conf
24211 ? Ss 25:17 /usr/local/sbin/openvpn --writepid /var/run/openvpn.egitim.pid

--status /var/run/openvpn.egitim.status 10 --cd /etc/openvpn --config /etc/openvpn/egitim.conf
24233 ? Ss 10:58 /usr/local/sbin/openvpn --writepid /var/run/openvpn.fen.pid

--status /var/run/openvpn.fen.status 10 --cd /etc/openvpn --config /etc/openvpn/fen.conf

24249 ? Ss  0:00 /usr/local/sbin/openvpn --writepid /var/run/openvpn.hastane.pid

--status /var/run/openvpn.hastane.status 10 --cd /etc/openvpn --config /etc/openvpn/hastane.conf
24265 ? Ss  0:10 /usr/local/sbin/openvpn --writepid /var/run/openvpn.kirkagac.pid

-status /var/run/openvpn.kirkagac.status 10 --cd /etc/openvpn --config /etc/openvpn/kirkagac.conf
24281 7? Ss  6:04 /usr/local/sbin/openvpn --writepid /var/run/openvpn.muh.pid

--status /var/run/openvpn.muh.status 10 --cd /etc/openvpn --config /etc/openvpn/muh.conf

24297 ? Ss  1:11 /usr/local/sbin/openvpn --writepid /var/run/openvpn.saruhanli.pid
--status /var/run/openvpn.saruhanli.status 10 --cd /etc/openvpn --config /etc/openvpn/saruhanli.conf
24313 ? Ss  1:03 /usr/local/sbin/openvpn --writepid /var/run/openvpn.soma.pid

--status /var/run/openvpn.soma.status 10 --cd /etc/openvpn --config /etc/openvpn/soma.conf
24331 7? Ss  5:02 /usr/local/sbin/openvpn --writepid /var/run/openvpn.tip.pid

--status /var/run/openvpn.tip.status 10 --cd /etc/openvpn --config /etc/openvpn/tip.conf

6793 pts/5 S+  0:00 grep openvpn



Diger Uygulamalar

* Web sistemi
« depo.bayar.edu.tr sunucusunun deposu ©



OpenVPN ile Web Sistemi

Web Sistemi OpenVPN TAP

D) Web
File | | Web || 106363 1 10.63.63.4 | Admin
Server Server

Web Admin guvenli bir sekilde
Ssh, Samba, FTP... kullanabilir



OpenVPN ile Depo Sistemi

Depo Sistemi

File

Web

Server

Server

OpenVPN TAP

P 1
10.63.63.1 10.63.63.6

depo.bayar.edu.tn

IS, depo.bayar.edu.tr'de sunulan
dosyalari OpenVPN sayesinde
sanal dizin olarak baglanan File

Server'dan alir.
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